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Abstract: Encryption is a well established technology for protecting sensitive data. Multi Party Searchable Encryption
is a scheme in which multiple users store and shared their data with each other. The scheme consists of two entities: A
server and a set of users. Achieving multi-keyword searching is challenging in the scheme and also it is challenge to
have a secure searchable encryption due to the key sharing between set of users. The proposed scheme, advanced Multi
Party Searchable Encryption allows a key server to solve the key sharing problem. The new scheme allows multi-
keyword searching with homomorphic encryption and also enables searching keyword in the form of checksum.
Moreover, the evaluations show the speed of proposed scheme compared with the old MPSE scheme with respect to

searching and encryption/decryption.
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l. INTRODUCTION

Searchable Encryption enables users to perform
keyword based searches on an encrypted database just as
in normal database transactions [2]. The scheme limited to
the single user setting where the data owner who generate
the database allows a single user to perform searches on it.
To support multi-user searches [1], share the secret key for
database searching among all users. The scheme allows
only one user to upload the data, though multiple users are
able to search.

Server

Data
Follower

Fig.1. Basic Searchable Encryption Scheme

MPSE scheme [1], an approach to the single user
searching problem was introduced, which allows every
user to build an encrypted index for each of her documents
and store it at the server. Then delegate the server to
search on their behalf by issuing a trapdoor. The index
contains list of encrypted keywords, as well as some
authorization information which selectively authorizes
other users to search over this index. In the proposed
scheme, an individual user can act as a data owner and/or
a data follower. Data owner is the user who uploads the
file and allows others to search. Data follower is the user
who will be authorized by others to search their data.

MPSE scheme doesn’t support multi-keyword
searching and the user who want to search, send the
keyword in the form of index or ID. For that the key
should be shared between the data owner and the data
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follower in a secure way. File updation is another one
important problem for MPSE scheme. This paper presents
a new approach to provide multi-keyword searching and it
allows file updation. The keyword searching can also be
done with checksum conversion.

Most of the existing approaches discussed with
searchable encryption schemes [9] and follow up by many
others [7] [6] [4]. In the work of Bao et al. a new party
namely, a user manager [3] is introduced into the system
to manage multiple users’ search capabilities. In this, the
user manager needs to be fully trusted since it is capable of
submitting search queries and decrypting encrypted data.
Most of these work discussed about order preserving
encryption [8] [5], where the cipher text preserve the order
of the plaintext so that every entity can perform an
equality comparison.

Il. RELATED WORK

Searchable encryption provides a promising
direction in solving the privacy problem when outsourcing
data to the server. Such schemes allow users to store their
data in encrypted form at an untrusted server [9], and then
allow the server to search on their behalf by issuing a
trapdoor [1]. When a user Alice acts a follower and
searches another user’s data e.g. Bob’s, then Bob can
figure out the keyword in Alice’s query if he colludes with
the server. As such, Alice may not want a random user
Eve to authorize her to search his data. It is crucial to have
a secure and efficient procedure for Alice to allow another
user Bob to authorize her to search his data.

Almost all existing schemes [10] only consider
the scenario where a single user acts as both the data
owner and the querier. However, most databases in
practice do not just serve one user; instead, they support
search and write operations by multiple users. Extending a
single-user scheme to a full-fledged multi-user scheme by
sharing secret keys among all users is a naive approach
with several serious shortcomings. First, there is no
feasible means to determine the originator of a query in a
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provable manner, since all queries are generated from the
same key. This becomes unacceptable when accountability
of queries is desired by the database application. Secondly,
user revocation can be prohibitively expensive. In a multi-
user application, user revocation is a routine procedure.
For a key-sharing based scheme, revocation often implies
a new round of key distribution involving all non-revoked
users. Obviously, this is not scalable for large and dynamic
systems where user revocation may occur frequently.

Order-preserving symmetric encryption (OPE)
[11] [12] is a deterministic encryption scheme whose
encryption function preserves numerical ordering of the
plaintexts. OPE has a long history in the form of one-part
codes, which are lists of plaintexts and the corresponding
cipher texts, both arranged in alphabetical or numerical
order so only a single copy is required for efficient
encryption and decryption. OPE not only allows efficient
range queries, but allows indexing and query processing to
be done exactly and as efficiently as for unencrypted data,
since a query just consists of the encryptions of a and b
and the server can locate the desired cipher texts in
logarithmic-time via standard tree-based data structures.

Current security mechanisms are not suitable for
organisations that outsource their data management to
untrusted servers. Encrypting and decrypting sensitive data
at the client side is the normal approach in this situation
but has high communication and computation overheads if
only a subset of the data is required. New cryptographic
schemes have been proposed that support encrypted
queries over encrypted data. But they all depend on a
single set of secret keys, which implies single user access
or sharing keys among multiple users, with key revocation
requiring costly data re-encryption. So introduced an
encryption scheme [16] where each authorised user in the
system has his own keys to encrypt and decrypt data. The
scheme supports keyword search which enables the server
to return only the encrypted data that satisfies an encrypted
query without decrypting it.

Vol. 4, Issue 7, July 2015

Most existing symmetric searchable encryption
schemes aim at allowing a user to outsource her encrypted
data to a cloud server and delegate the latter to search on
her behalf. These schemes do not qualify as a secure and
scalable solution for the multiparty setting, where users
outsource their encrypted data to a cloud server and
selectively authorize each other to search. Due to the
possibility that the cloud server may collude with some
malicious users, it is a challenge to have a secure and
scalable multiparty searchable encryption (MPSE) [1]
scheme. The scheme allows every user to build an
encrypted index for each of her documents and store it at a
cloud server. The index contains a list of encrypted
keywords, as well as some authorization information
which selectively authorizes other users to search over this
index.

11. ADVANCED MULTI PARTY SEARCHABLE
ENCRYPTION
In this paper propose a new approach known as

Advanced Multi Party Searchable Encryption (Advanced
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MPSE), in which searching can be done based on ranking
of all documents. Ranking based on TFIDF value of all
documents. The document with high TFIDF value has the
priority to send back to the specific user. The proposed
scheme mainly consists of two servers:

Storage server: A server in which all the encrypted
documents are stored.

Key Server: A server in which all the public keys and the
authorization information are stored.

Advanced MPSE scheme consists of following operations:
1. TFIDF Calculation

2. Checksum Calculation

3. Encryption of documents

4. Searching of keyword

5. Decryption

Storage server
1. Qutsource

Encrypted file s/

Encrypted index
in TFIDF form

Key Server

3. Index
retrieval

&

2. Checksum
ofkeyword
4. Key retrieval

_&%

Data Owmner

5. Decrypt

Data Followers

Fig.2. System Architecture

Key sharing is an important problem for MPSE
scheme. l.e. the data follower wants a public key for the
conversion of his keyword which is to be searched into
index form. So this key retrieval should be done via a
secure channel and also whenever the user wants the key,
the owner should be ready to give the key. So the absence
of the data owner affects this process. To overcome this
problem, introduce a key server which has the
responsibility for this key retrieval. When the follower
wants the key, he should contact with the key server. If the
user has the permission to access the document, then only
the key server send the key for decrypting it.

Every document stored in index form; index in
the sense which contains Ids of all the encrypted keywords
within that document. Every data owner has the rights to
search over his index because he has the corresponding
key to decrypt it. There wouldn’t be a key sharing between
the data owner and follower so that the follower doesn’t
want to see the owners.

Algorithm:
In Advanced MPSE algorithm, there are mainly
four phases: TFIDF calculation, Encryption, Keyword
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Searching and Decryption. Here encryption of TFIDF
value is done based on RSA algorithm and the file
encryption is done based on Data Encryption Standard
(DES) algorithm [13].

The checksum conversion of every word within
each document can be done using MD5 algorithm [14].
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1. TFIDF Calculation

Calculate Term Frequency (TF) and Inverse
Document Frequency (IDF) for every uploaded document
based on each keyword in that document. Then rank all
documents based on this TFIDF value.

Document having high TFIDF value has highest
rank. This ranking can be done for every searching. Then
encrypt these values by using RSA algorithm [15]. TFIDF
calculation can be done using following formula:

_ Total num.of documents
- Doc.containing particular word

IDF = Num.of times the keyword appears

Total num.of words in a doc.

2. Encryption

The uploaded document can encrypt and stored at
the storage server. Otherwise it is visible by all other
users. This encryption can be done using the symmetric
key algorithm DES [13]. The encryption key can be
generated from RSA algorithm.

3. Searching

Searching can be done by using checksum of
keyword or keywords. This checksum conversion based
on Message Digest algorithm, MD5 [14]. Every word in a
document converts to checksum after uploading it to the
server. Then this checksum-word list shared with users.
The users who want to search send checksum of
corresponding keyword. Then the document with highest
rank i.e. with highest TFIDF value can send back to the
user.

One of the important features of proposed scheme
is, multi-keyword searching. It is possible with
homomorphic algorithm [1]. It is the type of encryption,
which allows taking two pieces of cipher text and
performing an operation on them which results in the
cipher text of the concatenation of two respective pieces of
plain text.

4, Decryption

Decryption is also done using the inverse form of
DES algorithm. Use cipher text and the public key as the
inputs to DES but use the keys are in reverse order. That
is, use K16 on the first iteration, K15 on the second until
K1 which is used on the 16" and last iteration.

Decryption is done only when the private key is
match with the public key. These keys distributed by the
key server only if the corresponding user has the
permission to access it.
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Fig.3. Flow chart

IV.EXPERIMENTATION AND RESULTS

The performance of the proposed MPSE scheme

compared with the old scheme with respect to keyword
searching and the encryption/decryption.
Experimental setup Simulations are performed up to N =
100 pdf files. Then encryption and decryption are
performed and was chosen in the range [0 to 4 sec]. And
also searching of 100,000 and 1,000,000 keywords are
performed for both old and new MPSE scheme.

Seconds

u Newscheme

H Old scheme

Encryption

Decryption

Fig: (a)

First experiment measured the performance of
bulk encryption/decryption. The data set used was 100 pdf
files and the total size was 99.2 MB. Each document was
associated with 10 keywords, i.e. 1000 keywords to
encrypt in total. The files were encrypted with DES. The
results are shown in Fig: (a). Third experiment was to
measure the search times with various sized databases.
Here used databases containing 100,000 keywords and
1,000,000 keywords. The results are shown in fig: (b).The
new scheme requires less time for keyword searching than
the old MPSE scheme.
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Fig: (b)
Fig.4. Performance Evaluations

From the graph above, it should be clear that
Advanced MPSE method is much faster than old MPSE
scheme in terms of keyword searching and
encryption/decryption. In traditional MPSE, for searching
a word, matching can be done for all document stored at
the server. But for advanced scheme, the document with
highest rank should send back to the specific user. So new
method should take less time for the keyword searching
and also it is much secured than the old scheme in terms of
key sharing.

V. CONCLUSION

Advanced Multi Party Searchable Encryption
introduced as a new version of Multi Party Searchable
Encryption Scheme which supports multi-keyword
searching by means of homomorphic algorithm. The
proposed scheme also avoids key sharing with the help of
a key server. All the uploaded documents can be stored in
the encrypted form. Based on TFIDF value every
document assign with a rank. Then the document with
highest TFIDF value can send back to the corresponding
user. The follower doesn’t want to see the data owners.
Searching keyword given in the form of checksum to
avoid the need of a key for index conversion. File updation
can also possible with advanced MPSE scheme. The
evaluations demonstrate the viability of the proposed
mechanisms in compared with MPSE scheme.
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